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Hospitals Are Considered CI/KR
While hospitals do not typically present a primary
target for terrorism or criminal action (although in
certain specific circumstances they do have that
distinction), they are excellent secondary “soft”
targets.
Regardless of the event, any incident resulting in
injuries (be it man made or naturally occurring)
will require local hospitals and healthcare
providers to become involved. As such, these
facilities are Critical Infrastructures/ Key
Resources for the communities which they serve.

Unique Characteristics of Hospitals
•
•
•
•
•
•
•
•
•
•

Open 24 / 7 / 365
Has money, drugs and other valuable materials
Vulnerable populations (infants, non-ambulatory)
Access to public with limited restrictions
Numerous points of ingress/egress
Highest workplace violence rates of any industry
Crisis mentality / high tension environment
Staffing shortages / long waits / short tempers
Unpredictability and emotional situations
Presence of Security Sensitive Areas

Patient Surge Events
Patient surge events are those events which result in a
much higher than normal volume of patients presenting
to a medical facility in a short period of time,
typically requiring emergency services.
As a general rule, no one comes to a hospital
because they want to. In a disaster situation, be it a
pandemic, a chemical or radiation contamination
event or a natural or man‐made catastrophe, a
large number of people will be arriving at their
local hospital due to their own injuries to obtain
treatment for family members or friends.

2017 Las Vegas Shooting

What are Security Sensitive Areas?
In a hospital or healthcare environment, Security
Sensitive Areas (SSA’s) refer to certain departments
or areas of the facility that are more likely to suffer
from security related problems than others.
These “hot spots” are especially vulnerable for a
number of reasons including exposure to
potentially malicious actions, patient populations,
presence of valuables or materials of interest, etc.
especially during a patient surge event.

Some Common Healthcare SSA’s
Common Security Sensitive Areas can include:


Emergency Departments



Labor and Delivery Units



Behavioral Health and Detox Units



Business Offices



Pharmacies



Nuclear Source Material Storage Areas



Critical Infrastructures Areas

Emergency Department
The ED requires constant surveillance by
security and LE personnel, as this is the
primary “Hot Spot” for most hospitals. When
not on patrol or answering other calls for
service, security officers typically post
themselves near the ED whenever possible.
Long term presence of behavioral health patients,
forensic prisoner patients being treated 24 hours
a day, gang activity, acts of violence and potential
response to public healthcare issues such as
contamination events and patient surges keep the
ED a very busy and strategically important asset

Labor and Delivery / Pediatrics
Labor and Delivery / Pediatric units present special
concerns from a healthcare security perspective.
Aside from the possibility of infant abductions, these
units are prime areas for domestic disturbances.
While identification badges are required in all areas
while visiting or working in a healthcare facility,
anyone observed in restricted areas without the
proper identification or acting suspiciously should
be reported promptly to security or facility staff.

Behavioral Health / Detox Units
Behavioral Health units also have unique security
concerns. Many such patients have conditions that
can cause them to be irrational or have potentially
violent reactions to others with little or no warning.

Business Offices
For obvious reasons, any business office, registrars
desk or department inside the hospital that collects
money should be considered security sensitive.
Unlike pharmacies, the target of criminal activity in
these areas is cash.

Pharmacy Issues
Due to the presence of cash, scheduled drugs and other
controlled substances, pharmacies have always been a
security sensitive area of any healthcare facility. This is
especially true considering the current U.S. opioid crisis.

Radiological Source Material
Hospitals and healthcare providers are also a source of
potentially dangerous raw materials for the creation of
a radiation dispersal device (RDD), or “dirty bomb”
due to the presence of sometimes significant amounts
of certain isotopes of interest.
Special programs, such as the National Nuclear
Security Administration’s Office of Radiological
Security(ORS) are being used to limit such threats by
“hardening” of certain key areas inside of hospitals and
other potential sources of such material throughout
the world.

Critical Infrastructure Areas
Today, with the increased threat of terrorism
present, many areas not considered as security
sensitive are being reexamined, such as mechanical
rooms, communications centers and other critical
infrastructure departments of the hospital.
DHS and FEMA have created a number of best
practices and guidelines for securing and reporting
suspicious activity in and around such areas. Any
issues which affect systems such as utilities, HVAC,
telecommunications and IT equipment can have a
disastrous effect upon the ability to treat patients.

DHS Building Design (IS 156/FEMA 426)

Workplace Violence /Active Shooter
Workplace violence, defined by NIOSH as “violent
acts (including physical assaults and threats of
assault) directed toward persons at work or on duty”
can and do occur in healthcare facilities. In fact,
healthcare workers are four times more likely to suffer
from a workplace violence incident than all other
businesses in the US combined.
Hospitals were once considered “safe havens”, but this
is no longer the case and shootings are occurring with
alarming frequency in healthcare facilities.

OSHA 3826 Injury Rate Data
Violent Injuries Resulting in Days Away from Work, by Industry, 2002-2013

Unique Conditions for WPV
Common situations in the healthcare environment include:


Giving “bad news” to emotionally unstable patients or those
without sufficient coping mechanisms.



Denying narcotics or other controlled substance demands or
refusing disability claims or other illegitimate requests.



Misplaced blame for financial situation resulting from charges
incurred from medical treatment or related services



Refusal to follow medical advice which results in exacerbation of
initial injury or condition resulting in additional issues.



Dealing with patients and clients that suffer from behavioral
disorders or are under the influence of alcohol, medications or
controlled substances.

ACEP Hospital Preparedness Report Card
In January of 2014 the American College of Emergency
Physicians (ACEP) issued America’s Emergency Care
Report Card report, which grades each state on five
primary criteria to determine an overall grade as related to
its Emergency Care capabilities.
While the scores varied state to state for Access to
Emergency Care, Quality / Patient Safety, Medical
Liability, Public Health / Injury Prevention and Disaster
Preparedness, the US received an overall grade of a D+,
down from a C- in 2009. Despite the continued threat of
terrorist and other criminal activity, 14 states received a F
for their Disaster Preparedness capability.

ACEP Grades for U.S. Hospitals

Emergency Medicine Patient Surge Study
In 2017, several ED physicians in Washington State
published research regarding patient surge events and
their impact on hospital security. 90% of Emergency
Department directors in Washington responded to their
survey, and the following are just a few of the findings:
 A majority of respondents reported one (45%) or two (19%)

security personnel on duty at any given time for the entire facility.
28% responded zero or “not applicable.”
 Security personnel were provided to 60% of EDs by the hospital,
17% by private companies, and 9% by local law enforcement
agencies.
 Security training was provided by 45% of hospitals, 11% by a
contractor, and 22% provided no training for the guard force.

Emergency Medicine Patient Surge Study
After a mass casualty event, 26% respondents believed
the availability and size of the initial additional security
response would be adequate, while 35% did not, and 39%
were unsure. The number of security personnel that could
present within 15 and 30 minutes upon activation of their
hospital’s emergency management plan varied, including
26% reporting no additional security would be available
within 15 minutes and 25% reporting additional personnel
within 30 minutes.
It is also interesting to note that 46% depended on local
law enforcement to secure their facility should a mass
casualty or patient surge event impact their community.

Emergency Medicine Patient Surge Study

Emergency Medicine Survey Results

Resources






The International Association
for Healthcare Security and
Safety Design guidelines
document is approximately 60
pages in length including
graphics.
First edition booklet was
published in May 2012.
Templates to facilitate ease
of use are currently being
developed by the IAHSS
Guidelines Council.

IAHSS Design Guidelines Outline







General
Parking and External Campus
Environment Design
Buildings and the Internal
Environment Design
Inpatient Facilities.











Emergency Department.
Mental Health Areas.
Pharmacies.
Cashier and Cash Collection Areas.
Infant and Pediatric Facilities.
Protected Health Information Areas.
Utility, Mechanical, and
Infrastructure Areas.
Biological, Chemical, and Radiation
Areas.

Emergency Management Design

Healthcare Security
Design Guidelines
Basic Tenets







Applicable to all Healthcare
Facilities (HCFs)
Address security upfront and
early on during design
Focus on ‘What should be done’
(checklist) not how or why
Clear, concise & reasonable
Cost effective (expense
avoidance)
Security emphasis with
Emergency Management focus

Healthcare Security
Design Guidelines
Steps that Make a Difference


Security design should be risk appropriate – initial planning
and conceptual design phase should include a security risk
assessment conducted by a qualified security professional



Identification of organizational security representative –
project design team should prepare and submit plans for
review and approval



Develop a comprehensive security plan that includes a
consistent application of security safeguards



Security plan should coordinate with building Life Safety Plan
and regulations (state or other that has jurisdiction in the
local environment)



Security plan should include requirements for construction,
commissioning and move‐in

Basic CPTED Principles

Basic CPTED Principles
CPTED Principles


The development of the
Security Design Guidelines
for Healthcare Facilities
reflects the principles of
Crime Prevention Through
Environmental Design
(CPTED). These principles,
when applied early, can be
integrated into any HCF
design providing layers of
protection for patients,
visitors, and staff.

Concentric rings of control and
protection.



Property Perimeter



Building Perimeter



Interior Perimeters including
areas segregating visitors



Public vs. staff areas



Security sensitive areas

Layers of Protections
CPTED Principles

Highly sensitive areas
Public vs. staff areas
Interior Perimeters including
areas segregating visitors
Building Perimeter
Property Perimeter

The Emergency Department
External Environment
Design Considerations
 Promote an all‐hazards approach to
safety and security
 Viewed as a secured area
 Lighting, video surveillance, and
communication equipment
 Exterior walls and protective material
(including bollards, bullet resistant
glass for doors and windows, etc.)
 Access controls and ability to
lockdown quickly when required

Open Workstation Environments
Design Considerations
 Registration / admitting / triage
 Security / police workstations
 Nursing stations

Strategically located
duress button

Glass top hinders any attempt to
climb over the top of the desk

The shape of the desk progressively sloping outward
from the base to the top again hinders any attempt to
climb over the desk

Behavioral Health Hospital, Cincinnati, Ohio

Infrastructure Security Planning Toolkit and
Use of Public Information
The On the Safe Side Toolkit (a grant funded project for
emergency preparedness and public health emergency
response created in 2011) is a good foundation for
creating your own additions and site specific content as
well as publicly available content.
The toolkit is Microsoft Office based, and uses common
Word documents to create your own preparedness
plans that can easily be modified quickly and shared
with others or used as a visual planning tool for
emergencies.

Suspicious Activity Reporting - SAR
Online SAR Training for Law Enforcement and Hometown Security Partners



The NSI training strategy is a multifaceted approach designed
to increase the effectiveness of state, local, tribal, and
territorial law enforcement and public safety professionals and
other frontline partners in identifying, reporting, evaluating,
and sharing pre-incident terrorism indicators to prevent acts of
terrorism.

Joint Counterterrorism Assessment Team

In Closing
Public health facilities and hospitals are part of the
critical infrastructure and a key resource for the
communities and populations which they serve and must
be provided with adequate resources, expertise, and
safeguards for their protection. While incidents can
(and do) occur at any time and any place, it is typically
the security sensitive areas in the healthcare
environment that are most likely to suffer substantial
issues, and this is especially true during unexpected
events such as a public health emergency when finite
resources and limited protective measures are already
taxed.
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