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Hospitals Are Considered CI/KR
While hospitals do not typically present a primary
target for terrorism or criminal action (although in
certain specific circumstances they do have that
distinction), they are excellent secondary “soft” targets.

Regardless of the event, any incident resulting in
injuries (be it man made or naturally occurring)
will require local hospitals and healthcare
providers to become involved. As such, these
facilities are Critical Infrastructures/ Key
Resources for the communities which they serve.

Unique Characteristics of Healthcare
•
•
•
•
•
•
•
•
•
•

Open 24 / 7 / 365
Has money, drugs and other valuable materials
80% female population (staff and patients)
Access to public with limited restrictions
Numerous points of ingress/egress
Microcosm of a city
Crisis mentality / High tension environment
Staffing shortages / long waits / short tempers
Unpredictability
Presence of certain Security Sensitive Areas

What are Security Sensitive Areas?
In a hospital or healthcare environment, Security
Sensitive Areas (SSA’s) refer to certain departments
or areas of the facility that are more likely to suffer
from security related problems than others.
These “hot spots” are especially vulnerable for a
number of reasons including exposure to
potentially malicious actions, patient populations,
presence of valuables or materials of interest, etc.

Some Common S S A’s








These areas can include (but are not limited to):
Emergency Departments
Labor and Delivery Units
Behavioral Health and Detox Units
Pharmacies
Business Offices
Nuclear Source Material Storage Areas
Other areas within the facility they may have
specific issues due to critical facility
infrastructures and/or confidential information.

Emergency Department
The ER requires constant surveillance by security
and LE personnel, as this is the primary “Hot
Spot” for most hospitals. When not on patrol or
answering other calls for service, security officers
typically post themselves near the ED whenever
possible.
Long term presence of behavioral health patients,
forensic prisoner patients being treated 24 hours
a day, gang activity, acts of violence and potential
response to public healthcare issues such as
contamination events and patient surges keep the
ED a very busy and strategically important asset

Emergency Departments
Due to disruptive patient population, the presence of
drugs and the fact that this department is in operation
24 hours a day, 365 days a year the Emergency
Department is unique to the healthcare field.

Labor and Delivery / Pediatrics
Labor and Delivery / Pediatric units present special
concerns from a Healthcare Security perspective.
Aside from the possibility of infant abductions, these
units are prime areas for domestic disturbances.
While identification badges are required in all areas
while visiting or working in a healthcare facility,
anyone observed in restricted areas without the
proper identification or acting suspiciously should
be reported promptly to security or facility staff.

Labor and Delivery / Pediatrics
Suspicious activity to be watchful for while on a
labor and delivery or pediatric unit could include
the following:
 Anyone carrying an infant without a bassinet or
in any type of car seat, stroller, tote bag, etc.
 Anyone transporting an infant not wearing
“normal” hospital attire (usually colored scrubs)
 Anyone tampering with electronic infant
abduction system components such as bracelets
and alarm hardware or door exciters
 Anyone attempting to enter the unit (especially
nurseries) without proper ID or through an
uncommon route such as a back stairwell

Behavioral Health / Detox Units
Behavioral Health and Detox units also have unique
security concerns Many patients in these areas have
conditions that can cause them to be irrational or
have potentially violent reactions to others with little
or no warning.

Pharmacy Issues
Due to the presence of cash, scheduled drugs and
other controlled substances, pharmacies have always
been a security sensitive area of any healthcare facility.
This is especially true today.

Business Offices
For obvious reasons, any business office, cashiers desk or
area inside the facility that collects money should be
considered security sensitive. Unlike pharmacies, the target
of criminal activity in these areas is cash.

Medical Records, PHI and HIPAA
Confidentiality is a huge concern in any healthcare
facility. To ensure consistency and with the Health
Insurance Portability and Accountability Act, healthcare
employees must protect security and confidentiality of
health information. Confidential information, whether
medical, patient‐related, staff‐related, business or
financial, is only used as permitted by HIPAA guidelines
and includes written, electronic or even verbal information
(such as overheard conversations). Misuse of such data
could be used for a variety of criminal and other malicious
acts, which is why extraordinary precautions must be
taken to protect such information.

Universal Precautions
Another common issues in a healthcare environment
is that of observing “Universal Precautions”. It is
important to remember that all blood and body
fluids of any individual are potentially infectious.
Gloves, gowns or face protection (barriers) are
necessary to protect others against exposures. As a
rule of thumb, DO NOT TOUCH anything or enter
into an area with one of the following symbols on it:

Radiological Source Material
Hospitals and healthcare providers are also a source of
potentially dangerous raw materials for the creation of a
radiation dispersal device (RDD), or “dirty bomb” due to
the presence of sometimes significant amounts of certain
isotopes of interest.
Special programs, such as the National Nuclear Security
Administration’s Global Threat Reduction Initiative
(GTRI) are being used to limit such threats by “hardening”
of certain key areas inside of hospitals and other potential
sources of such material throughout the world.

Workplace Violence /Active Shooter
Workplace violence, defined by NIOSH as “"violent
acts (including physical assaults and threats of
assault) directed toward persons at work or on duty“
can and do occur in healthcare facilities. In fact,
healthcare workers are four times more likely to suffer
from a workplace violence incident than all other
businesses in the US (8.3 assaults per 10K workers
versus 2 assaults per 10K workers in other industries)
Similarly, hospitals were once considered “safe
havens”, but this is no longer the case and shootings
are occurring with alarming frequency in healthcare
facilities across the world

Critical Infrastructure Areas
Today, with the increased threat of terrorism
present, many areas not considered as security
sensitive are being reexamined, such as mechanical
rooms, communications centers and other critical
infrastructure departments of the hospital.
The Department of Homeland Security has created
a number of best practices and guidelines for
securing and reporting suspicious activity in and
around such areas. Any issues which affect systems
such as telecommunications, utilities, IS / IT
equipment can have a disastrous effect upon patient
care and the ability to treat those in the community.

Security Issues with Accrediting Agencies
 Does the hospital have a written plan for managing

the security of everyone who enters the facility?
 Does the hospital identify safety and security risks

associated with the environment of care?
 Does the hospital take action to minimize or
eliminate identified safety and security risks in the
physical environment?
 Does the hospital identify individuals entering its
facilities?
 Does the hospital control access to and from security
sensitive areas?

Security Issues with Accrediting Agencies
 Does the hospital have written procedures to follow

in the event of a security incident, including an
infant or pediatric abduction?
 Does the hospital report and investigate security
incidents involving patients, staff or others within its
facilities?
 Does the hospital orient external law enforcement
and security personnel on how to interact with
patients, procedures for responding to unusual
events, hospital channels communication and
distinctions between administrative and clinical
seclusion and restraint.

Common Issues with CMMS
The scope and breadth of the Conditions of
Participation / Coverage, HIPAA and other CMMS
regulated issues in the US are staggering. One of the
most common issues that Security has to deal with
however, is that of Patient Restraints and Seclusion.
Should a patient be restrained or secluded outside of
the scope of the CMS regulated CoPS (either
physically or psychologically), then the facility is in
danger of being placed in “immediate jeopardy”
status with CMS.

Common Issues with CMMS / CoPS
 Are all personnel that participate in restraints and

seclusion trained in some form of de‐escalation
techniques or non‐violent crisis intervention?
 Are all personnel that participate in restraints and
seclusion trained in Basic Life Support / First Aid?
 Are all personnel that participate in restraints and
seclusion trained in the proper use of medical
restraints and how issues such as use of force,
forensic devices, weapons and other regulations can
impact the facility?
 These issues are applicable to ALL personnel
(including Law Enforcement and contract security)
that perform functions for the facility

U.S. OSHA’s General Duty Clause
SEC. 5. Duties (a) Each employer ‐‐
(1) shall furnish to each of his employees employment and a
place of employment which are free from recognized hazards
that are causing or are likely to cause death or serious physical
harm to his employees;
(2) shall comply with occupational safety and health
standards promulgated under this Act.
29 USC 654 (b) Each employee shall comply with occupational
safety and health standards and all rules, regulations, and
orders issued pursuant to this Act which are applicable to his
own actions and conduct.

OSHA and Workplace Violence
In the Fall of 2011, OSHA released a directive on
Enforcement Procedures for Investigating or
Inspecting Incidents of Workplace Violence. The
directive establishes uniform procedures for OSHA
field staff for responding to incidents and
complaints of workplace violence and conducting
inspections in industries considered vulnerable to
workplace violence, such as healthcare and social
service settings, and late night retail establishments.

OSHA National Emphasis Program for
Long Term Care Facilities
 On April 5th 2012, OSHA released CPL 03‐00‐016 which

is a Directive listing workplace violence as a recognized
hazard in nursing homes and residential care settings.
“Workplace violence is a recognized hazard in nursing and
residential care facilities. NIOSH defines WPV as violent
acts including physical assaults and threats of assault,
directed towards persons at work or on duty.”

The U.S. Domino Effect

Final Thoughts on Regulatory Agencies
Regulatory agencies dominate healthcare facilities and
their operations in the US. Many of these agencies

are typically thought of as only clinical and solely
focused on direct patient care issues, but there are
many pitfalls and problems that can occur from a
number of non‐direct care sources.
Knowledge of these regulations, how they interact
with one another and knowing who to report
incidents to are the best defenses for avoiding
costly mistakes while working in the healthcare
security environment .

Identifying Unusual Behavior
• All of these planning tools, polices, procedures and
preparations cannot be successful without the support and
commitment of the community at large in maintaining a
secure environment.
•Programs such as “See Something, Say Something”
campaigns offer guidance and assistance to everyone in
taking a more active role in protecting our critical
infrastructures and key resources by simply recognizing
and reporting suspicious activity to the appropriate agency.
•With awareness and a little practice in observation skills,
everyone can be a good witness and work together to
prevent incidents before they occur.

General Security Guidelines
 Remain aware of your surroundings (particularly in and

around security sensitive areas or CI/KR sites)

 Wear business issued ID properly, challenge those without

proper ID in secured areas and do not allow entry into such
areas by unknown persons (piggybacking / tailgating)

 Keep personal items , valuables and company equipment /

data properly secured. Do not leave equipment in open
sight in your vehicle or in an unsecured office or open area
for any amount of time.

 Learn who to contact should an event occur, what your

emergency procedures are in the event of disasters or an
active shooter or workplace violence and mentally rehearse
what you would do should such an incident occur.

 Report all suspicious activity immediately and contact

security or local law enforcement if you have any concerns.

Perception Test
I cnnaot blveiee taht I cluod aulaclty uesdnatnrd
waht I am rdgnieg. The phaonmneal pweor of the
hmuan mnid.
Aoccdrnig to rscheearch at Cmabrigde Uinervtisy, it
deosn't mttaer in waht oredr the ltteers in a wrod
are, the olny iprmoatnt tihng is taht the frist and lsat
ltteer be in the rghit pclae. The rset can be a taotl
mses and you can slitl raed it wouthit a porbelm.
Tihs is bcuseae the huamn mnid deos not raed ervey
lteter by istlef, but the wrod as a wlohe.
Amzanig? Asbtoeluly!

In Closing
Security is an integral part of any organization.
While incidents can occur at any time and any
place, remember that it is the Security Sensitive
Areas in your organization that are most likely to
suffer from significant problems. Knowledge of
these areas, how they each operate and knowing
what to look for and who to report incidents to are
the best defenses for protecting these areas.

